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1 DK2 Network Server Overview

This manual deals with the installation of the DK2 multi-user network server option for enabling
access to VenturiOne application software.

If you have a network or IT manager for your network site, you must consult them before
proceeding with a DK2 network server installation.

The DK2 Network Server runs as a service on the machine to which a network compatible DK2 is
attached and provides the communications interface between the remote client applications and
the DK2. This enables a single DK2 to service a network of workstations, which would otherwise
require separate keys on each machine. The maximum number of concurrent users is programmed
into the DK2 DESkey hardware and corresponds to the number of licences purchased. The
maximum number of concurrent users logged-in to VenturiOne at any one time will not be allowed
to exceed this number.

The DESkey USB device can be updated remotely for more concurrent users upon request. To
purchase more licences, please contact Applied Cytometry.

The Multi-User Network DK2 DESkey must be plugged into the USB port of a network “Host PC”
and the PC must be switched on at all times during which other VenturiOne software users wish to
log-in and use the VenturiOne software.

The server host requires installation and configuration of the DESkey Network Server system
supplied on the VenturiOne Support CD. All the client PC system(s) use updated common drivers
also supplied on the VenturiOne Support CD supplied.

The version number of the drivers displayed may differ from those in the example images below,
the supplied media image will contain the latest tested version.
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2 DK2 Network Server Installation

The server Host PC is the PC into which the Network DK2 DESkey device will be plugged into, this
PC must have the DK2 server service and drivers running.

If there are previous versions of DESkey drivers loaded on any of the PCs, it is recommended that

the Windows Control Panel / Programs and Features facility is used to remove registered
DESkey components before starting the server installation process.

2.1 To Install DK2 Network Server Onto A Host PC:

1) Insert the VenturiOne USB media drive into a free USB port.

2) Use explorer to browse the drive to locate the Network Drivers folder on the USB drive. Then
browse to the Server Drivers sub folder. Run the setup.exe file.

3) If prompted with the User Account Control message, select Yes to continue installation.

4) The DK2 Network Server dialog will be shown after a short while with some introductory
information. Click Next to proceed.

r _——— — — I
DK2 Network Server (AMDG4/EMBAT) - 7.24043 ||

Welcome to the InstallShield Wizard for DK2
- Metwork Server [AMDG4/EMBAT]

The InstallShigld® wWizard will install DE.2 Hetwork, Serer
[AMDBA/EMEAT] on vour cormputer. To continue, click
Mext.

¢ Back

Cancel |

5) The Choose Destination Location dialog will be shown next, it is advised that you accept the
destination offered, but you can change the destination folder if you wish. Click Next to
proceed.
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,
DK2 Network Server (AMD64/EMB4T) - 7.24.0.43 [ o5 |

Chooze Destination Location

Select falder where Setup will inztall files.

Enter the name of the directory you would like the installation to place the server file in.

C:%Program Files [#8615DES keptDE.2 Hetwark Server

Browse. .. |

IrstallS hield f

< Back | Hest » I Cancel

The network server requires port 3029 to be added to the firewall to allow communication with
client devices; the installation software can do this automatically, if prompted with the Install

message box asking “Would you like to add port 3029 to Windows Firewall?” Select Yes.
If you select No the server system may fail to work.

Install Iﬁ

Would you like to add port 3029 to Windows Firewall?

Mo |
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7) You will then be prompted with a Windows Security Message, to install the software click
Install. To cancel installation of the server software click Don’t Install.

SIEEE =)

Would you like to install this device software?

4. Mame: Data Encryption Systems Limited DESkey
{D} Publisher: Data Encryption Systems Ltd
-

[T Always trust software from "Data Encryption Install ] : Don't Install {

Systerns Ltd",

'@' You should only install driver software from publishers you trust. How can [ decide which
device software is safe to install?

8) Installation of the server software then begins and the following message is displayed;

g Inztalling DE2 Metwark Server [SMDEA/ERMEAT]

9) A Setup complete message will be displayed once installation of the server software has
finished — Click Finish to exit the wizard.

F 5
DK2 Metwork Server (AMDB4/EMBAT) - 7.24.0.43
Setup Complete
- Setup haz finizhed installing the DK.2 Metwork, Server
[AMDE4/EMEAT].
|
| |
|| < Back Cancel

Installation of the server is now complete, now insert the DK2 USB device into a free USB port and
wait for detection and final installation of the device to complete.
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2.2 Verifying server installation

To check the operation of the server software, select DK2 Network Server / DK2 Network Server
Monitor as described in section 2.3.1.

I'If you wish to run the VenturiOne software on the Server PC please see DK2 Access method
described in section 4.1.

2.3 DK2 Network Server Remote Monitor

The DK2 Network Server Remote Monitor can be used to configure and monitor any of the servers
listed in the Networking section of the DESkey Control Panel.

~ Sarved Morstol - DE2 Netwerk. Senvel on VISTATES T2

DK2Z Port Q0 D02 Vesion 24 Served Version 52300137
DEZ Licences 5 Licence Limé 5 ||
Ll gty | Mpckane | Logim Tives | Opersfing System | LastAcces

o

Tom WORKSTATION BAZ201 11543 1 Microsolt Windows 7 Mok suppert
£ Dick LAPTOP BAZZ0TI 15455 1 Microsolt Windows 7 Mok support
EHHI- TERMINALSERVER BN 118510 1 MicrcsohWindowe T Mol suppot

a| m J ¥

duba Rebesh I'Imiu.u 1-|

When launched, the monitor will query each machine listed in the control panel and retrieve
information on any servers running. The basic information includes the 1/0 address of the DK2 being
used, the version of the DK2 and of the server software and the DK2 license information. Additionally,
a list of users currently logged in will be displayed.

The icon associated with each user will be one of the following:

Indicates the client is accessing the server with a workstation license. The fourth
m column indicates the total number of active connections.
g Indicates the client is accessing the server with a process license. This is the
way VenturiOne software will access the server.

PD-072.6-326 Rev A DESkey Network Server Manual © Applied Cytometry Page 6



The two Refresh buttons control the refreshing of the two screens listing the servers and users of the
selected server. The Auto Refresh option will control how often the user list is updated but the server
list will require manually refreshing to update the list.

2.3.1 Verifying server installation

To check the operation of the server software select DK2 Network Server / DK2 Network Server
Monitor. The dialog should list the current server and show the number of licences available; the
example illustrated below has 5 licences available on a 5 user server.

F —_— n
€ DK2 Network Server Remate Monitor = | =k
— Servers
Machine | Title | Up-Time | Operating Syztem |

Refresh |

— Server Monitor - DE.2 Metwork Server on localhost

D2 Port 0400 DK2Version 24 Server Yersion 6.28.0.142
Dk2 Licences & Licence Limit 5
Usemame |  achine | Login Time | i | Operating System | Last Acces
< I | »
futa Refresh [Disabled  ~| ddnin | Refresh |

LCloze |

If the DK2 Network server displays DK2 Not Attached, remove then re-insert the USB DESkey
device.

-
% DK2 Metwork Server Remote Monitor =1L =
— Servers
| Machine | Title | Up-Time | Operatitg System |
localhost DE2 Metwork Server 0.0:00:06 Microzoft Windows 7 Ultimat. ..

— Server Monitor - DK.2 Metwork, Server on localhost

DK.2 Fart Dk.2 Mot Attached DK.2 Version ServerVersion 6280142
D2 Licences  Find DK2 | Licence Limit

Usermame | M achine | Lagin Tirme | # | Operating Spstem | Last Acces

< I | 3 i
Auto Refresh IDisabIed vl Adrnin | Refresh |

LCloze |

Click the Find DK2 button to redetect the DESkey device, the updated server information should
now be displayed on the dialog.

If your server is not listed you may need to start or restart the service as described in section 4.2.
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2.3.2 Admin Button

The Admin button will launch the administration window and allow server settings to be modified.
The server password is required to administer the server. By default, this password is "deskey" but
can be set to any value required from the administration window.

D2 Metwerk -

General Setings | Lser Vildafion | Licence Rnquest | Licence Recal |

L gsparidires | Macking | Laage Tiemes || |
ﬂTm WORESTATION anaamnsE 1
ﬂ[lidt LAPTIOF B2 1S 1
SHW TERMIMALSERVER B2 1R
Tranlkend  TERMINALSERVERY RIS 123448

:'.'I Hd'mdll

| ConrmctionMont 1 T mm:zm
| e M
Temescust |3‘3 3. Kins
| ] Maamm 5

MF‘W' [ EERL I:I_E

oK Corcel |
i

2.3.2.1 General Settings tab
On the General page the following server properties can be modified:

Connection Monitor

This value specifies the maximum length of idle time the server will expect from any user. If the user
has not accessed the server in this period they will be automatically logged off from the server, the
user will not be logged out of the VenturiOne software and the software will automatically request a
new license when required.

This feature is useful if certain PCs or users are tying up a license, the connection monitor will ensure
optimum use of available licenses.

DK2 Licence Settings

This value allows a user definable limit to be placed on the number of available users licenses in the
DK2 Network Server. This limit can be configured to a maximum of the licenses count in the DESkey
or 255, whichever is less.

Logout

If a user is selected, the option to force their logout from the server is available. The user will not be
warned when they are logged out from the server. This can be used in place of the connection monitor
to be more selective when removing users. The user will not be logged out of the VenturiOne software
and the software will request a new license when required.

Refresh
This will refresh the monitor window with the latest information from the server.
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2.3.2.2 User Validation tab

The DK2 Server Monitor is also used to configure the User Validation of the DESkey Network Server.
When enabled, only users entering the correct username and password will be granted access.

DK2 Network Server - Remote Admin “ =5
General Settings  User Validation | Licence Request I Licence Recall I
v Enable Validation
Uszer Mame | USER:
| o
€ Dick v Allowlogon —
I € Hamy
Ll Pazsword |
| Carfirm
Set Password | I
i
H
AddUser | _ Delre | i
‘Walidation file: IC: WProgram FileshDESkeyhDEZ Metwork, Serveruzer0000.c I
f |
ok | Cancel |
| S E—

Once added, options allow users to be either disabled or deleted. A user can be disabled by
unchecking the 'Allow Logon' box. A user can be deleted by selecting the 'Delete’ button. Any
changes made to the user validation options will not be applied to the server until the 'OK' button has
been clicked.

The validation file is stored on the server currently being monitored.

The user’s login password can be changed at any time by entering the new password into both the
'‘Password' and 'Confirm' boxes and by clicking 'Set Password'.

If enabled, any user trying to access the server will be prompted to enter his or her username and
password as shown in below;

-
DK2 Metworking u
D Fleaze enter pour uzername and password to log in to -
'53—' the DE2 Server 'DK2 Metwork, Server' an
WISTATESTOZ

Uzemame  Tam

Fazsword T ——
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1
2)

3)

4)

5)

Client PC DK2Driver Installation

Install VenturiOne software as described in the VenturiOne Installation Guide.
Insert the VenturiOne USB media drive into a free USB port.

Use explorer to browse the drive to locate the Network Drivers folder on the USB drive. Then
browse to the Client Drivers sub folder. Run the setup.exe file.

When prompted with the User Account Control message select Yes to continue installation.

The DK2 Network Server dialog will be shown after a short while with some introductory
information. Click Next to proceed.

s — — = ™
DK2 Network Server (AMDG4/EMBAT) - 7.24043 [

Welcome to the InstallShield Wizard for DK2
- Hetwork Server [AMDG4/EMBAT]

The InstallShigld® wizard will ingtall DEZ2 Metwaork, Server
[AMDE4/EMBEAT ] an your computer. To continue, click
Mext.

< Back

Cancel |
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6) A Setup Type dialog is displayed allowing the choice of where the DESkey USB device is
located. When using the DK2 Server system select the Using a DK2 Network Server.

Click Next to proceed.

,
DK2 DESkey Drivers (AMDG4/EMBAT) - 7.24.0.43 S5

Setup Type \
Chooze the setup type that best suits your needs.

Where can pour DE.2 be found?

™ This machine.

& lsing a DK2 MNetwark Server:

InatallShield

< Back | Mewt > I Cancel

7) DK2 DESkey drivers will now be installed and the following message displayed.

E Inztalling DE2 DESkey Drivers [AkDEA/EMBAT]
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8) The Network Configuration dialog will be shown next. The PC on which the Network Server
DESkey device is installed must be added to the “Destination Servers” list. Select Add to
select the DK2 network server PC.

-
Metwork Configu mﬁ_ M

Metworking |

— Destination Servers for Chentz on this machine

Machine | Fart |

2|
¥

b aritar Edit Remove | Add |

— D2 Mehwork Server zervice control

Dk.2 Metwork Server zervice control haz been dizabled:

The DE2 Metwark. Server service iz nat installed

Dk.2 Metworking Properties Page Yersion £.03.0.43

QK I Cancel Apply

9) The Add DK2 Network Server dialog will appear.

,
Add DK2 Network Server ™

M achine IDKE Server PC| Browse |
|| Part ISDEEI

ak. | Cancel |

Use the Browse button to locate the server PC, or type in the name of the server PC.
Click OK when the server name has been added.

The DK2 server Port used defaults to Port 3029. Please consult your network administrator before
changing this value.
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Click OK to close the Network Configuration dialog and complete installation of the driver. A
Windows Security message may be displayed; Select Install to complete installation of the driver.

7] Windaws Security . (|

Would you like to install this device software?

. Mame: Data Encryption Systems Limited DESkey
(D) publisher. Data Encryption Systems Ltd
-

[T] Always trust software from "Data Encryption Install ] [ Don't Install ]
Systems Ltd"

@ You should only install driver software from publishers you trust. How can [ decide which
device software is safe to install?

10) The Setup Complete message will now be displayed, select Finish to complete the
installation process.

-
DK2Z DESkey Drivers (AMDE4/EMBAT] - 7.24.0.43

Setup Complete

Setup has finizhed installing the DE.2 DESkey Drivers
[&MDES/ERBAT].

< Back

Cancel |

11) Run VenturiOne software and it should be authorised to run via the remote DESkey Network
Server.

12) For further information regarding DESkey Control panel functions, please refer to section 4.
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4 DESkey Control Panel Configuration

The DESkey Configuration control panel item provides a useful means of setting up the
driver defaults and access priorities and may be accessed by clicking on the DESkey icon in
the system Control Panel.

.
(D> DEskey
-

The installation programs will automatically configure the DK2 driver for optimal performance.
If you are experiencing difficulty you should verify that these settings are correct.

4.1 DK2/38 Tab

DK2 / DK38 | Metworking I File "u"arsions|

Crriver Options

[¥]:Enable Bi-Tronice Compatibilty Mode Eieset

Show Window on ECP Actiaty

| DK38 Options | g
Exclusive Mode
Laszt DEZ Yerzion Found:  Mone Found
Access Method

Search oplions ..
Enable Local DK.2 Access (71 Search Local First
Enable Metwaork DK.2 Access @ Search Metwork First

32bit DE.2 Properties Page Version 1.90.0.20

ok J [CGmed ][ 0

Bi-Tronics Compatibility Mode
If the DESkey device is connected to a parallel port which supports the “Bi-Tronics” mode
then this option must be checked to prevent problems with printing through the DESkey.

Show Window on ECP Activity
Select whether to show a message window indicating activity on an ECP parallel port.

If there is activity on an ECP port the DK2 cannot be accessed and the driver will temporarily
wait until the port becomes free. During this period the software accessing the DK2 will not
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function. The message window indicates that the software has halted and allows the DK2
access to be cancelled. Warning: Cancelling may cause the software to fail.

Exclusive Mode
This option is only available under Windows NT and will disable system multitasking during all
communications with the DK2 driver.

The performances of background applications can be affected so only select this option if you
are experiencing device conflicts.

Reset
This button will reset all the driver delays to zero so that they will all be recalculated during the
next time a search for the dongle is performed.

Advanced Button
Contains options only relevant to Parallel DK2 devices, these options have no effect on USB
devices.

DK2 Access Method
These options control where the driver will search for the DK2. If both Local and Network
Access are enabled then the Search Options will control the search order.

If you wish to run VenturiOne software on the server PC you mush enable Network Access
and select Search Network First, or disable the Enable Local Access option.
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4.2 Networking Tab

DK2 / DK38 | Networking | File Versions

Destination Servers for Clients on this machine

kW achine

lozalbost

[ tanitar ][ Edit ] [ Bemove ][ Add ]

Dk.2 Metwork, Server service contral

Service running

Start Server on sugtem start
Server Port Mumber 3029

D2 Metwarking Properties Page Version 6.03.0.43

Lok J[ Comcel [ sooly |

This list shows the available Network Servers available to access the Network DK2.

Monitor
Select this option to open the DK2 Server Monitor utility described in section 2.3.

Edit
Allows the modification of the Port used by the DK2 Server, Port 3029 is the default value and
should only be changed in consultation with your network administrator.

i
Edit DK2 Network Server (8 [IeESa

YISTATESTOZ
Port
l k. I [ Cancel
| —— =

Remove
Allows the removal of a DK2 Network server from the list of available severs. Highlight the
server to remove then click the Remove option.
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Add
Allows the addition of a new DK2 Network server to the list of available severs. Enter the
machine name or browse to available DK2 server PCs.

Add DK2 Network Server™® L2 [
Machine | ServerMame Browse

Puort 029

-

l ] 8 I[ Cancel ]

DK2 Network Server service control

Displays the current status of the DK2 Server service, the service must be running for the
server to function. If a problem occurs with the server, stopping then starting the service may
solve the problem.

The Start Server on System Start checkbox should be enabled and will automatically start the

DK2 network service when the server PC is running. If this is unchecked then the service will
have to be manually started each time the server pc is powered up.
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4.3 File Versions Tab

The Driver File Versions window provides information about the installed drivers. If a “green
tick” appears beside the file name then the version number is correct, if a “red cross” appears
beside the file name then the version number is incorrect and should be updated, contact
Applied Cytometry for an updated driver.

| DK2 / DK38 [ Networking | File Versions |

File
Wl DIK.2 Diriver 7.24.0.43

Werzion

W DK.2 Remote Server Monitor E17.0.69
W USE Dewice Drver B.26.0.E7
W 32bit AP £.29.0.160
" Bahit AP E.39.0.160
W DkZ2 Metwark Client AP E.16.0.83
W OKZ2 Metwaork Client AP [E4hit) E.16.0.83
w7 DK Wetwark Helper E.01.0.25
W Fermel Mode Driver 3110.0.89

,E DK.2 Metwork Server 724043
W Ewent Log Wiewer .01z
" DEZ2 Metwork Server E.28.0142

32bit File Versions Page Yerzsion 1.06.0.6

[ OK J [ Cancel Apply

The Driver File Versions window provides information about the installed drivers. If a “green
tick” appears beside the file name then the version number is correct.

Nov 2021
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